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ABSTRACT 



Eadi client unit 2 diagnoses its operation environment 
(hardware, software, firmware and so on) at the start time of 
itsdf, and when an abnonnality 01 any ctiaDge (deletion, 
modification or creation) has occurred and it is repairable^ 
the client unit 2 itself rquiirs itself or maintenance process 
is conducted by reinstallation from the saver unit 1. When 
it is unrepairable, the dient unit 2 releases itself from the 
LAN line 100. In this way, by having the dient unit 2 be 
provided with self maintenance cc^>ability to allow each 
client unit 2 to conduct the self maintenance of itself such a 
client/server system is realized by which loads of die server 
unit 1 and the LAN line 100 arc reduced as well as the 
probability of system down occurrence is lowered, further 
the capability of the entire system is improved and a 
maintenance engineer or a user is not required much labor. 

3 Claims, 6 Drawing Sbetts 
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METHOD OF PERFORMING SELF- 
DUGNOSING HARDWARE, SOFTWARE 
AND FDIMWARE AT A CLIENT NODE IN A 
CLIENT/SERVER SYCTEM 

BACKGROUND OF THE INVENTION 

1. Hdcl of the Invcntioo 

The present inveadon relates to a client/server system and 
more pazticularly to a dieat/server system, wherein each 
client automatically maintains itself on the initiative of the 
dient. 

2. Dcscrq>tion of the Related Ait 

la recent years ^ dient/scrver systems have become wide- 
spread as personal computes are inqaroved in performance. 
The maintenance of each client in a conventional client/ 
server system is generally perfoimed in a so-called top- 
down method, wherein information neccssaiy fca: mainte- 
nance has been stored in a server by a user, and instructions 
for maintenance are offered from the serva. However, since 
the instructions for maintenance are basically offered sinml- 
taneously to all the clients connected to the server in this 
kind of top-down method, excessive loads are applied to the 
server and transmission lines each time maintenance is 
performed. In adxlition, since all the clients are made non- 
operational simultaneously while maintenance is peifonned, 
the capability of the entire system is reduced. 

Furthcnnore, when an operation error by the user or a 
careless environment setting error leads to a problem which 
affects the entire network system, no instruction for main- 
tenance can be offered from the server to the clients. In this 
case, maintenance cannot be pcifonned until the problem is 
solved, and there is a fear of system down. Sudi a fear 
becomes significant as the number of the clients connected 
to the server increases. As a neCwodc system becomes larger, 
economical losses due to system down cannot be neglected. 

Moreover, in these days, computer virus infections have 
become a problem in sudi a client/server system, u^ierein a 
plurality of personal computers arc used as clients and 
servers. Mere particularly, when a conq>uta' virus invades 
one of personal con^iutcr used for a plurality of clients of a 
dient/server system, the virus infects all the clients and 
servers via the oetwoffk system, thereby causing serious 
losses. 

For these reasons, the conventional client/server system 
requires maintenance. In addition, the time necessary for 
maimenance was greatly dependent on the maintenance 
capability of the server or the communication capability of 
the transmission line. Besides, when a problem has 
occurred, inquiries into the cause of the problem were 
dependent on the capability of the user or maintenance 
engineer. In practice, therefore, the system want not able to 
be recovered promptly as a matter of course, and the user 
and maintenance engineer were puzzled about the situation. 

SUMMARY OF THE INVENHON 

Accordingly, an object of the present invention is, plainly 
spealdng, to provide a dient/savcr system, wherein loads to 
the server and transmission line arc reduced, the probability 
of system down occurrence is lowered and the capability of 
the entire system is improved by ofifenng a self -maintenance 
capability to clients to allow each client to maintain itself. 

In addition, when any difference is found as a result of 
diagnosing the conditions of the software and flnnwart in 
the oparation environment of each client, the invention is 
intended to |KOvide a client/server system which can per- 
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fomi system management so that the same software and 
firmware can be installed fcr all the clients. 

A first aspex^ of the dient/scrvcr system of the present 
invention comprises means in each client for diagnosing its 
3 Gpcration environment (hardware, software, firmware, etc.) 
by itself at the start time of itself, and means for maintaining 
by repairing itself when any change has occurred in the 
software and firmware and when sudb a change is rq>airable 
or by reinstalling from the server, and for rdeasing the dient 
from the network when such a change is not repairable. 

Additionally, in a seccmd aspect of the dient/server sys- 
tem of the invention, each dlcnt comprises self-maintaining 
means for diagnosing the presence or absence of any change 
in the operation environment of the client, that is. any 

^ J abnormality in hardware, or any deletion, creation or modi- 
fication in the software and firmcwarc. and the server com- 
prises enor information keei^g means for keeping the state 
of a change when the self-maintaining means of a client has 
diagnosed tbat the change has occurred in the operation 

2Q environment (hardware, software, firmware, etc) of the 
client. A management unit of the invention conqirises opera- 
tion state collecting means for collecting the contents of the 
error information keying means of the server, means for 
loading updated software and firmware into the server as 

25 backup data for the client by using opmtion environment 
update diagnosing means on the basis of the information 
collected by die operation state data collecting means when 
the software and firmware in the operation environment of 
the management unit have been updated, means for gener- 

3Q ating a procedure for installing the bada^ data loaded into 
the server in this way into the clients and for registering the 
procedure into the server, and means for generating an 
operation environment update procedure for updating the 
software and firmware in the operation environment of each 

35 client so that the software and finnwarc of each client 
coindde with those of the management unit and for regis- 
tering the procedure into Ac server. 

Moreover, a third aspect of the dient/scrvcr system of the 
invention has the characteristics of the above-naentioned first 

40 and second aspects. 

In the first aspect of the client/server system of the present 
invention, each client diagnoses its operation environment 
(hardware, software, firmware, etc.) at the start time thereof, 
and (he client repairs itself when any abDormality or change 

43 has occurred in ^e operation environment and when such an 
abnormality or change is repairable or maintenance is per- 
fomoed by reinstallation from the server, or the dient is 
released from the network when sudi an abnormality or 
diange is not repairable. 

50 F u rthermor e , in the second aspect of the dient/server 
syston of the present invention, each client conducts diag- 
noses any abnormality or change in its operation 
environment, die result of the diagnosis is kq)t by the error 
information keeping means of the server, the contents of the 

55 aim information keeping means of the server are collected 
by the management unit. When the operation enviroimienl of 
the management tmit is updated on the basis of the collected 
infonnation, die iq>dated contents are diagnosed by opera- 
tion enviroimient update diagnosing means. According to 

60 the iqxlate information, the backup data of the server is 
updated. The procedure fcH- installing the backup data stored 
in the server into the clients is generated andregistered in the 
server. Still mco-e, die procedure which updates the software 
and firmware of the clients so that th^ have a state <4>tained 

6S when the same software and firmware as those of the 
management unit were installed is generated and registered 
in the server. 
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Moreover, in the third aspect of the ctieat/server system of to the entire dient/scrvcr system, one of a plurality of client 

the pfcsent invention, at the start of each client, the client units 2 can be also used as one management unit 3. 

diagnosing any change in its operatioo environment that is. The server unit 1, the dient unit 2 and the management 

any abnonnality in hardware, or any deletion^ creation or unit 3 are utilized by ordinary personal computers, and in 

modification in the software and firmware, and the dient 5 terms of hardware, each comprises a CPU, a memory, disk 

repair itself when the change has occurred and when it is units (hard disk; flexible disk, etc.), a printer, a diqilay, an 

repairable, or maintenance is perfoomed by reinstallation interface with the LAN line 100 and the like, and firmware 

from the servcx, or the dient is released from the netwosk has been installed in tbem. Furthermore, large storage media 

when the change is not repairabler Still more, in the man- lo, 20 and 30 using hardware such as hard disks, magnetic 

agement unit, any change in the software of cadi client is lo tapes and so on are connected to each unit, and software is 

diagnosed, the result of the diagnosis is kept by the error installed in them. 

information keeping means of the server, the contents <rf the pjjg^j iafoimation, such as a backup file 11 of the clients, 

error information keeping means of the server are collected ^ individual environment file 12 of the clients, an error 

by the management unit When the operation environment of infonnation file 13 and an upgrade information file 14 and 

the management unit is updated on the basis of the collected is ^ stored In the storage medium 10 of ihc 

information, die updated contents are diagnosed by c^a- j backing up files of a dient system 

tion environment update diagnosing means. According to common to all client units 2 is stored in the backup file 11. 

the updated infonnation, the backup data of ttie server is Data for stacking up files of a dient system required fw each 

iqxiated. The procedure for installing the backup data stored ^^g^ unit 2 is stored in the individual environment file 12. 

in the server into the clients is generated andreg^stered in the 20 AbncHmality information regarding the operation cnviron- 

scivcr. Still more, the procedure which i^xlatcs Ac software ^^j^ 2 is stOTcd in the eircr infcnnaUon 

and firmware of die cUenu so diat they have a state obtained ^3 Renewal information on die operation environment 

when die same software and firmware as diosc of die j^^^ 2, that is, data for specifying the version 

management unit were instaUed is generated and registered ^ ^^^^^ system, is stored in the upgrade infonnation 

in the server. 25 jy^ 24 

The above and further objects and features of the inven- pUed information, sudi as a client system file 21, an error 

tion will more fully be parent from flic following detailed infonnation file 22, a system log file 23 and a sclf- 

descnption with accoo^anying drawings. maintenance system file 24, has been stored in the storage 

^«r,^,T^«^r r^J, r^w^ ^nm^T^o mcdium 20 of the dient unit 2. Various softwares required 

BRIEF DESCRIPnON OF THE DRAWINGS 30 ^^^^ ^, 2 are stored in the client system Me 21. 

FIG. 1 is a schematic diagram showing an example of the Abncnmality information on the operation environment of 

entire configuration of a clicnt/servcr system of Ifae present the client unit 2 is stored in the error information file 22. The 

invention; <^>cration environment data of the client unit 2 is stored in 

FIG. 2 is a part of a flow chart showing a processing ,3 the system log file 23. Software for self-maintenance of eadi 

procedure using software for self-maintenance by a dient 2. being characteristic of the present invention, is 

unit of be cUent/scrver system of the invention; "to^ed in self-maintenance system file 24. 

no. 3 is another part of the flow chart showing the . ^'^ ^"^Z"' " ^f^"' 'V ^ 

processing procedure using software for sdf-maintenance "rfannalion file 32. a system log file 33. a self-maintenance 

by a client unit of the cUent/seiva- system of the invention; 40 an i5)gradc mfonnation file 35 and a manag^nt 

^„ ^ , ^ ™ . , . system file 36, is stored m the stcrage medium 30 of me 

HG. 4 IS a part of a flow chart showmg a processmg ^^.^^ 3, management unit 3 can also 

procedure using sof^are for management pioccss by a ^ ^ ^^^^^ unit 2 as described above, die cUcnt 

rnanagcment unit of die cbent/server system of the inven- ^ infonnation file 32, die system log 

file 33 and die self-maintenance system file 34 arc virtually 

FIG. 5 is another part of die flow chart showing ttic same as die client system file 21, die error information file 

processing procedure using software for management pro- 22, the system log file 23 and die scJf-maintcnancc system 

oess by die management unit of die client/server system of fijg 24 of die client unit 2 described above, rcspectivdy. The 

die invention; and operation environment update infOTmation of cadi dient 

FIG. 6 is a table showing actual results obtained by the ^ unit 21$ stored in the upgrade infonnation file 35. A software 

trial operation of the dient/servcr system of the Invention. for managing the entire system is stored in the management 

system file 36. 

DESCRIFnON OF THE PREFERRED t ^ v w * * **. 

x^x^wvu In die opcraUon of the cUent/scrver system of the 

nMDUUUvinr^i^ invention, the processing procedure using software for sclf- 

Hie present invention will be detailed bdow referring to ^ ^ maintenance stored in the self-maintenance system file 24 of 

die accompanying drawings showing embodiments thereof. eadi client unit 2 is first described bdow refming to the 

FIG. 1 is a sdiematic diagram showing an example of the flow charts shown in FIG. 2 and FIG. 3. 

entire configuration of a client/server system of the present When die power supply of one client unit 2 is turned on ^ 

invention; (step SI), the software for performing self-maintoiance H 

In FIG. 1, reference numeral 100 designates a LAN line, 60 stored in the self-maintenance system file 24 of the client \| 

and reference numerals 1, 2 and 3 designate a server unit, a unit 2 is started. -^Zj 

dient unit and a management unit respectivdy. All of these At fint, a hardware diagnosis process is pcifonncd (step 

are connected to the LAN line IH. AUhoug^ a-plurality of S2). Mm q>ecifically, varions hardwares constituting the 

server units 1 and a phirality client units 2 can be client unit 2, sudi as a CPU, a memory, disk units (hard disk, 

coimected to one LAN line 1#0, one server unit 1 and two 65 flexible disk, etc.), a (Hintcr, a display and an interfere with 

dient units 2 are connected in this example. In addition, the LAN line 106 and the like arc diagnosed to check 

although one management unit 3 is desired to be connected whether they are normal or not (stq> S3). 
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When an abnonnality is found in the hartiware of the unit 2 u created identical to the version installed in any other 

client unit 2^ the hardwares are discriminated into usable and client units 2, and the sdf-maintenance process is oom- 

unusablc hardwares. Error information for notifying which plcted. After this, the software stored in the client system file 

hardware caused what kind of aboocmality is then stored 21 is started (step SI). Since the client unit 2 is connected 

temporarily in the error information file 22 of the dicnt unit - 5 to the server unit 1 from dien on. the dicot unit 2 operates 

2 (error information output process: step $4). The contents as a client unit 2 of a general dient/server system, 

of the dtor informatioD file 22 of the client unit 2 are Next, a procedure of the management process using the 

ouQHitted to the LAN line 100 at q>propnate timing and arc management software stored in the management system file 

also stored in die error infonnation file 13 of the server unit 3g of the management unit 3 is described bdow refming to 
1- ' 10 the flow charts shown in FIG. 4 and FIG. 5. 

When an abnormality is found in the hardware of the At first, the noanagement unit S ftoforms an operation 
client unit 2, a system start diagnosis process is performed state collection pixxcss (step SSI). In tiiis process, the 
to dieck whether the software stored in the dient system file management unit 3 collects the contents of the encr infer- 
21 can be started or not in the abnormal condition {step S5). mation file 13 of the server unit 1. Encr informations 
When the client system caimot be started at all because of obtained when each client unit 2 pofonned the above- 
&e abnomiality in the hardware, only the client unit 2 is set mentioned sdf-maintcnancc has been stored in the error 
in the stop state (step S6), information file 13 of flie server unit 1. Nejct, the manage- 
Next, an installation state diagnosis process is performed ment unit 3 performs the operation state analyzing process 
(step S7). More specifically, the installation state of the for each dient unit 2 on the basis of the collected data (step 
client system file 21 of the client unit 2 is diagnosed (step S52) to check duou^ diagnosis whether or not any abnor- 
S8). When Che installation has not been conqdeted, the mality has ocoirred in the hardware of each client unit 2 and 
installation process (st^ S9) is performed. The installation whether or not any change, such as deletion, creation and 
process is a process for installing die software required by modification, has occurred in the software and firmware of 
the client unit 2 in the client system file 21 of the dient unit each client unit 2. 

2. The software is installed from the backup file 11 of the ^ ^ When an abnormality has occurred in the hardware (HW) 

servCT unit 1 on in some cases, from the individual envi- of a certain dient unit 2 (step S53), for exan^le, the 

ronment file 12, to the client system file 21 of the dient unit management unit 3 instructs to replace the hardware con- 

2 (step S9). cemed {step SS4). According to the instruction, the user or 

Then, an operation environment change diagnosis process the maintenance engineer can take necessary actions 

is performed (step SIO). More q>ccifically, the presence ^ promptly and accurately. 

absence of any change in the system environment of the On the other hand, when any change has occurred in the 
client unit 2, that is, any change in the software and firmware software (SW) or firmware (FW) in the <^>eration eoviron- 
is checked ^iroug^ diagnosis by comparing the contents of ment of a dient unit 2 (step S55), the maintenance engineer 
the system log file 23 witii the contents of the client system judges that it is necessary to iir^irove the software and 
file 21. When any change is found in the file as the result of ' firmware of all the client units 2 including the client unit 2 
the diagnosis (step Sll), a repair procedure generating in which the change has occmred. The maintenance engineer 
process is performed (st^ S12). However, since the basic at first updates Ae operation environment of the naanage- 
software of the system, such as the operating system (OS), rnent unit 3 to update the operation environment of each 
cannot be repaired easily (st^ S13), a reinstallation process ^ dient unit 2. When it is necessary to add new software to 
is performed firom the backiq> file 11 of the server unit 1 " each client unit 2, or when a change has occurred in the 
when the basic software has been changed (step S9). Soft- existing software, an update work is performed {step SS6) to 
ware which can be self-repaired, sudi as application update the qperation environment by installing the software 
software, is self-repaired by each client unit 2. At the time to be added or changed in the management unit 3. This 
of diis sdf-rcpair, unuseful files or the like created by user's operation is a preparing operation used to update die opera- 
careless or improper operations are deleted. tion environment of each client unit 2. ^K^cfa has been stored 

Next, a generation monitor process {step S14) is per- in the backup file 11 of the server unit 1. 

fonncd. More specifically, a diagnosis is conducted to check At first, the operation environment update diagnosis ptro- 

wbether or not the version of the software stc»'ed in the dient cess is performed (step S57) and the data stored in the cUcnt 

system file 21 of Ihc client unit 2 coinddes with the vcrsioo 50 system file 31 of die management unit 3 is compared with 

of the software stored in the backup file 11 of the server unit^ the data st<Hed in the system log file 33 of the same. When 

1. When there is no coinddcnoe (step S15), an operatioD there is no coinddenoe, it is determined that deledoo, 
environment update process is performed (step SIS). This is creation or modification has occurred (step S5S). In this 
a process for rdnstalling the software stored in the backup case, at first a badojp update procedure generating process 
file U of the server imit 1 into the dient systw file 21 of the 55 is performed (step ^9). By this process, a procedure fcH- 
client unit 2 (step S9). By the process, the version of the ' updating the badmp file 11 of the server unit 1 is generated, 
software stewed in the dient system file 21 of the client unit and a backup iq>date process is pcrfonncd (stq) S60) by 
2 coinddes with the version of the software stared in the transferring data £rom the dient system file 31 of the 
backup file 11 of the server unit 1. In other words, the managcnient unit 3 to the saver unit 1 according to the 
version of the software stcved in the client system file 21 of go generated procedure and by deleting unnecessary data from 
the dient unit 2 coinddes with the version of the software the bado^ file 11 of the server unit 1 according to the same, 
stored in the client system files 21 of any other dient units The backup file 11 is &us updated actually. 

2. After the backup file 11 of the server unit 1 is updated in 
By the series of processes described above, the operation this way, a (socedure for installing the dient system file for 

environment of the dient unit 2, that is, the hardware, 65 the dient system files 21 of all of the dient units 2 is 

software and firmware of the client unit 2 become normally generated by pafonning an installation procedure gencrat- 

opcradonaU the version of the software installed io the client ing process (step S61), and the ]»ocedure is sent to the server 
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unit 1. An operation eavironiQent update procedure geacr- 
atiag process (step S(fe2) and an operation environment 
update generation management process (step S63) are 
peif ormcd and the opcratioo cnvirooment update procedure 
and the generation infosmation are registoed in the server 
unit 1. By these processes, all of the client units 2 can obtain 
a common operation environment (software, firmware, data 
deletion, etc.). Tt>e ^amr^ operation environment (software 
and firmware) is offered when the self -maintenance system 
of each client unit 2 pcrfcHms the processes at the time of 
power-on of all of the dicnt units 2 as described above by 
referring to the operation environment update procedure and 
the generation information registered in the server unit 1. 

By ttie series of processes described above, the same 
operatioD environment (software and firmware) is offered in 
the client system files 21 of all of the dicnt units 2 when the 
self-maintenance system performs the processes at need at 
the time of powcr-on by referring to the installation 
procedure, the operation environment update procedure and 
the genffation management information registered in the 
server unit 1. 

FIG. 6 is a table showing the actual results obtained by the 
trial operation of the dient/scrvcr system of the invention, 
conducted by the inventor of the inventioa According to this 
example, in a conventional client/server system, 82 prob- 
lems occurred in the past five years only when problems 
having become obvious were counted. When the client/ 
server system of the invention was applied, only one prob- 
lem occurred in a year. However, this problem was caused 
by a software bug and was inherently unavoidable by the 
client/server system of the invention. 

As described above, in the dicnt/senrer system of the 
invention* each of the i^ural client units connected to the 
LAN line performs the above-mentioned self-maintenance 
process when it is turned on. Accordingly, in the client/ 
server system of the invention, the cUenX units other than the 
client unit perfomung the self-maintenance can operate 
normally. In addition* since the client unit poforming the 
self -maintenance requests only the infonnation required for 
maintenance to the server unit, the server unit and the LAN 
line are prevented from being subjected to excessive loads. 
Still more, the time required for maintenance at each dient 
unit can be shortened. 

Furthermore, in the cUent/server system of the invention, 
as the maintenance processes are automated, loads to per- 
sonnel in charge of maintenance can be reduced and the fear 
of system down is also reduced, thereby impcoving the 
economical effidency and offering benefit to the user. 

Additionally, in the client/serva system of the invention, 
each client unit enters the operation state aficr having been 
recovered to the normal state by the self-noaintenance con- 
ducted at the time of start of each dient unit When the client 
unit is built in a LAN line netwozt, it is connected to the 
LAN line and set in the operation state first at the time of 
recovery. Therefore, prot^ems whidi may affect the entire 
system, such as inxpiapcz (^xration by the user and invasion 
of computer viruses, can be avoided beforehand. 

Moreover, when the upgrade of the software $toKd in the 
operation enviromnent (software, firmware, etc) is per- 
fcHmed in one client unit, the same operation environment 
can also be offered to any other dient units by the manage- 
ment unit The user can therefore use the dient in the newest 
operation environment at each client unit 

As this invention may be embodied in several fonns 
without departing from the spirit of essential cfaaraaeristics 
thereof, the present embodiment is therefore illustrative and 
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not restrictive, since the scope of die invention is defined by 
the appended claims rather than by the description preceding 
them, and all changes that fall w^hin the metes and bounds 
of the daims, or equivalence of such metes and bounds 
thereof are thexd'ore intended to be embraced by the daims. 
What is daimed is: 

1. A diem/server system in which at least one client unit 
whose software and firmware are installed in a hardware 
thereof, and at least one server unit having badaq) data for 
the software of said dient unit arc connected with each 
otl^, wherein 

said client unit comprises: 

hardware diagnosing means for diagnosing the hardware 
of said dicnt unit; 

system start diagnosing means for, when said hardware 
diagnosing means has determined that an abnormality 
has been caused, diagnosing whether the sdtware of 
said client unit can be started or not, and for releasing 
said dient unit from the system when the software 
cannot be started; 

installation state diagnosing means for, when said system 
start diagnosing means has determined that the soft- 
ware can be started, diagnosing whether or not the 
software has been installed in said client unit; 

operation environment change diagnosing means for, 
when said system start diagnosing means has deter- 
mined that &e software can be started, diagnosing 
whether or not the software and firmware installed in 
Said client unit have been deleted, created or modified; 

generation monitcsing means for, when said system start 
diagnosing means has d^crmined that ttic software can 
be started, di^nosing whether or not the generation of 
the software installed in said dient unit is identical to 
the generatioa of the software backed up by said server 
unit; 

instolling means for, when said installation state diagnos^ 
ing means has determined that the software has not 
been installed, installing the software ba(±cd up by said 
server unit into said client unit; 

self-repairing means for. when said operation environ- 
ment change diagnosing means has determined that the 
software and firmware installed in said client unit have 
been ddeted, created or modified, allowing said dient 
unit to repair itself or for repairing said dient unit by 
reinstailing from the server unit; and 

operation environment updating means for, when said 
generation monitoring means has determined that the 
generation of the software and firmware installed in 
said dient imit is not identical to the generation of the 
operation environment tiacked up by said saver unit, 
updating operation environment of said dient unit by 
itself. 

2. A dient/server system in which at least one client unit 
whose software and firmware are installed in a hardware 
thereof, at least one server unit having badaip data for the 
software of said dient unit, and a management unit are 
connected with each other, wba ein 

said dient unit comprises self-maintaining means for 
diagnosing the jmsence or absence of any deletion, 
creation or modification in the hardware, software and 
firmware diereaf, 

said server unit comprises error information keeping 
means for, when said self -maintaining means of each 
dient unit has determined that any ddction, creation or 
modification has occurred in the software and firmware 
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of said dicnt unit, kcqung the state of a ddcdoa, 

creation or modificadoD, and 
said management unit con^iffises: 

opoation state collecting means for collecting the 
contents of said error infoimation keeping means of ^ 
said server unit; 

means for, when the software and firmware of said 
management unit have been updated^ loading the 
software and firmware of said management unit to 
said server unit as backup data on the basis of the 
information collected by said operation state collect- 
ing means; 

means for generating a procedure for installing backup 
data from said client unit to said server unit and for 
registering said procedmv to said server unit on the 
basis of the information collected by said operation 
state collecting means; and 
means for generating an c^>eration environment update 
procedure for updating die software and firmware of 
said client unit so as to be identical to those ci said 20 
management unit, and fix registering said procedure 
in said server unit on the basis of the information 
collected by said qteration state collecting means. 
3. A client/server system in whidi at least one client unit 
whose software and firmware are installed in a hardware ^5 
thereof, at least one server unit having backup data for the 
software of said client unit, and a management unit are 
connected with each other, wherein 
said dicnt unit comprises self-maintaining means, includ- 

30 

ing: 

hardware diagnosing means for diagnosing the hard- 
ware of said client unit; 

system start diagnosing means for. when said hardware 
diagnosing means has determined that an abncnmal- 
ity has been caused, diagnosing whether the software 
of said client unit can be started or not, and for 
releasing said client unit from the system when the 
software cannot be started; 

installation state diagnosing means for. when said sys- 
tem start diagnosing means has determined that the 
software can be started, diagnosing whe&cr or not 
the software has been installed in said client unit; 

operation ravironment change diagnosing means for, 
when said system start diagnosing means has deter- 
mined that the software can be started, diagnosing 
whether or not the software and firmware installed in 
said client unit have been deleted created or modi- 
fied; 

generation monitoring means for, when said system 
start diagnosing means has detennined that the soft- 
ware can be started, diagnosing whether or not the 
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generation of the software installed in said client unit 
is identical to the generation of the software backed 
up by said server unit; 
installing means for, when said installation state diag- 
nosing means has detennined that the software has 
not been installed, installing the software backed up 
by said server unit into said client unit; 
self-repairing means for, when said operation environ- 
ment diange diagnosing means has determined that 
the software and firmware installed in said client unit 
have been deleted, created or modified, allowing said 
client unit to repair itself or for repairing said dient 
unit by reinstalling from the server unit; and 
operation environment updating means for. when said 
generation monitoring means has determined that the 
generation of the software and firmware installed in 
said client unit is not identical to the generation of 
the operation environment backed up by said server 
unit, updating operation environment of said client 
unit by itself, and 
said server unit comprises ecror infoimation keeping 
means for; when said self-maintaining means of cxh 
client unit has determined that any ddction, creation or 
modification has occurred in the software and firmware 
of said client unit, keying ftie state of a deletion, 
creation or modification, and 
said management unit comprises managing means, 
including: 

operation state collecting means for collecting the 
contents of said error information keeping means of 
said server unit; 

means for, when the s(tftwarc and firmware of said 
management unit have been updated, loading the 
software and firmware of said management unit to 
said server unit as backup data on the basis of the 
infonnation collected by said operation state collect- 
ing means; 

means for generating a procedure for installing backup 
data from said client unit to said server unit and for 
registering said procedure to said server unit on the 
basis of the information collected by said operation 
state collecting means; and 

means for generating an operation environment update 
jH^ocedure for updating die software and firmware of 
said dient unit so as to t>e identical to those of said 
management unit, and for registering said procedure 
in said server unit on the basis of the infonnation 
collected by said operation state collecting means. 
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